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Abstract: User revocation is necessary to the practical application of identity-based proxy re-signature scheme. To solve
the problem that the existing identity-based proxy re-signature schemes cannot provide revocation functionality, the no-
tion of revocable identity-based proxy re-signature was introduced. Furthermore, the formal definition and security model
of revocable identity-based proxy re-signature were presented. Based on proxy re-signature scheme and binary tree
structure, a revocable identity-based proxy re-signature scheme was proposed. In the proposed, scheme, the user's signing
key consists of two parts, a secret key and an update key. The secret key transmitted over the secure channel is fixed, but
the update key broadcasted by the public channel is periodically changed. Only the user who has not been revoked can
obtain the update key, and then randomize the secret key and update the key to generate the corresponding signature key
of the current time period. In the standard model, the proposed scheme is proved to be existentially unforgeable against
adaptive chosen-identity and chosen-message attacks. In addition, the proposed scheme has properties of bidirectionality
and multi-use, and can resist signing key exposure attacks. The analysis results show that the proposed scheme can effi-
ciently revoke the user and update the user’s key, and thus it has good scalability.
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1 0 HIRIE g, o IR tsk HAELE (6,7, 1D) , FifibLi%
Wr,ez,, 5(6,r,,ID) #INE] tsk o HJFH 7, ,

_J(ID)

it ﬁ Ske = (Ske,wSkg,z) = (g9g1 F(ID)FW,l(ID)ra s
1

" F(ID)

g g")o

© RIEMHEHEH sk ={(0,5K,)} pepuany) 25 Ao

2) KeyUp-query: A4 J Wi 4 15K (/)96 8]
e RSN, C YR — IR R 511
Tao WHe>T, Fth L B0, CHATU N ERAE.

O XFHEATT 1 6e KUNode (BT, RL, 1), 4G
16 0 T g, » SRIGAE Tu T s, o WIER Tyt
AL (0,5,,0) » WIEFE BN K s, eZ, . ¥
(H,Sg,l) %@j]ﬂﬁ Tuk EFI ’ j’JF-H‘ﬁ ukg = (uka,lauke,z) =
(g5, (VV)7,8") .

@ B B uk, = {(9=Uk9)}HEKUNode(BT,RL,t) K
K Ao

3) SKGen-query: 4 T Wi\ A i K {1551 (ID, )
282 %M, C dEFr— MW B 5%
Tao C B 5CHIHI T ID [ extract-query F15ET ¢

KeyUp-query, 73 A 3R AH N RS 3 55 4H sk, 55 58T
A uk, s RJETE Ta TR (1, 505) « WAR Ty A
AAAE (581, 1D, 1) » ML #E 2 DNENLEL 1ys s, €2,
Bt (51, 1D, 1) I N E Ty 15 B¢ J5 1817592 SKGen
(pp.skypy,uk, ), FFAERHIEAZ Y] dk R4 4.

4) ReKey-query: XJ T A KM T 2 54
(ID,,,ID ) i (] i i ¢ AR EE RS 44 BB IR], C 5k
W) 5T (ID,,¢) F1 (ID,,¢) if] SKGen-query, 43
RIS 2 % dk,, 5 dk,, o RFIBATHIE
ReKey(pp.,dk ,,,dk,, ), FERRRI RS H Y]k, ,,
RILL Ao

5) sign-query: AT A iHRFIETH4 ID « INE]
JAW (< T)5HE M I/ ME, WH FID) =
Omod p, C #iT (ID,s) 1) SKGen-query 3K75
BREY] Ak, RIFIBATEIE sign(pp,dk .1, M ),
BB ETMNBEL o BFIG 4. R
F(ID)=0mod p, MZEELLF 2 P

O R KM)=0mod p, N CIEHFRL,

@ WHRKM)20mod p, W CHE Ty Tu
Tac PHR-H s, 5, F1 (np,5) » FERENLIESE 7, € Z,,

L(M)

WHo, = F, (D) vy e g KO0 B (MY |

1
TK(M)

9, =g"" O, =g e A 0,=8& g IR K
KT MWEH o =(0,,0,,0,,0,) KiE% Ao
6) revoke-query: % T 4 15K 15T (ID, 1) FIH
Bf), CIafT4% revoke(ID,t,RL,st), FEK 24T
i RIR M 4.
fhiE Huh#E 4 wJaf— N F &4 D
MmEBEWR<THXRTHE M %4
o =(o,,0,,0,, 0,) o« WHR FAD)#0mod p 5k
K(M")#0mod p, CiIBHAEL; 1, C 1145 CDH
i gab IFEUITF
o, _
(0,) () (o)
g5y (ID )P (v B By (M)
(g,{;) +r )J(ID*) (gs,*n+s; )vﬂw,x* (gr; )L(M*)
g5 (gy ™ g Py (gh gty (gF M gty
( g/(ln*))ﬁgﬂg ( gvo+v.t’ )s?ms; ( guM*))r;
g =g"
Hp, FID)=KM")=0mod p .

Rk, C A 4 this D ¢ M, 0") iThsk
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¥ iR o540 &

fig 7 CDH [n] fSEA5] o 5 SCRR[3-4111 7 it REAHALL,
CHible d (A
ee s 16(m+1)(n+1)q,(qy + gy + 9 +4,)
KINIhf# vk G L) CDH jr) i,
EIE 2 ARy R P 4 % FE Mok

e
IERR AE 4.1 TTES, 0 g, Mg, K
A RPN Y], JFHWE g8, = g7 - 2
ARSI A REIEHI AT g5, BEMA ST
BT IRBEEEIRAT T AR ID B840
Pk, » R ATHETE R R uk, TH5
dk
uky,

gg Fw,1 (ID)"’ +1ip (v'vt )sm

_ g;Fw,l (ID)r€+r]D (v'vt )SQJ“YID
(&))" (V)"

D21

skg‘1 =

R H sk, #sk,, = g5 F,,(ID)” .

1 TAEA ST %10 SKGen Sk, 1 BEALIEERL
hy»Sip € Z,, RP RSB RIS BT 85 B AT T BN LA AL
B, PRIBGEE RS T S0 ID 7RI a] 5 3 ¢
Y] dk . (EURTCIEE R dk TS
X R FRIRR R sk o RN IR 44 B dk 8
Tk [ AR B sk, R SRR I BB 258 uk, 4=
J8 BT LABGHAAE sk RENIIEDL FASGERIA SKGen
SRS ABITR FIA7 = ¢ AR 448 dk ;- o

Zr R, RE I R 2 i I R B R 28 44 2%
Wk, Buli#ogamid dk,,, F1 T35 2% 4
uk, VAR sk, AN A s ) 34
B EY Ak, Ak B, RSO SRR
MR By, B A TR A B M R S
4.4 TMEES

SCHR[4-6]70 mIFRH T 3 PRI T 22 4 2
THMRBEESEL TR a4 Shao
77 %M Feng &P Hu HE), ¥AT &Y
XTI AT IERE LB, Wk 2 Pos. & N 3R
NS, R BRI 4, W KUNode

EEEI R ZR T IS, RS R PKG B
B 1 TF O(Rlog%) o BT 7 A

FH p W G NI GT, {EIETHH I ELBOR L
MEXTRHEHOES, RETHE T R MRz A5
Bl 5K 2 W, Fr5IGERREE G A In R
KRB, plEaa R Zp B AN n R PR,
Pa F/R—IUKMERRTIE S, exp Fon—IRFEHUSH .

M 2 WA, 5 Shao 5 EMHILL, AT R
BHRKEMESLKEZ T—ME G T INcE, i
HA AR T — RO X s 5 — IR
HOEH. 5 Feng Jy&PMILL, A0 R 5% E4
R ESE A KR, (HHARSNZELRERCR,
I 2 M. 5 Hu &ML, Aoy AA
BRIMEAKEMESLKE, AR EIEMNT
R TR . SR, XFTERI 3 Bl 3%
LSRR ), AR SCOT RS T RS Th
e, JFH PKG S B AR RE - S A
SO, B R .

¥ A7 % Feng 77 51 Hu 5 04745
2T S ) TR S50 0 L b, Bl
2 fln. JEHL PBC MY a.param #J454L pairing,
S (BRI - 2.5 GHz S RIS 17-6500 4b
TR, 8 GB[WNTE, 512 GB [REALAS ], B3R
B 4. 64 £ Windows 10 #E/E R4, #18P%E
PBC-0.4.7-VC.

90

80k +7k)zjj‘$
—e—Feng Jj 1%
70| ——Hu i %

60

I {
sof /
40t

of _/.—/*///

20t
10}
0

BT R)/ms

100 200 300 400 500 600
THE /bt

B2 244 T TR S RS R

*z2 4 HARNITEFHE RS MREILR
HE K WAL %4 B4 B4 I P44 s i R et H P s e
Shao J5 5 3|G| 3G 2exp 4Pa +2exp 4Pa i i
Feng J7 &0 3|G| 4|G| 3exp 4Pa +5exp 5Pa+3exp i i
Hu J7 & 4|Gl+p| 4|GI+{p| 6exp 4Pa+6exp 4Pat+dexp e e
ESWIES 4G 4/G| 2exp 5Pa+3exp 5Patexp 2 B2
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